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State Machines

State machines to the rescue of
complex forms

tukasz Makuch

The Rise Of The State Machines
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Programmable NICs
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Programming them is Hard!
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Making programming easier

gode Simulation

Faster programming
Expressive

Hardware expertise

ClickNP [Sigcomm '16],
Emu [ATC ‘'17]

Faster programming
NF Logic focused

Limited support for state

P4 [CCR '14],
Domino [Sigcomm '16]
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Match-Action Abstraction Limitations
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Extending Match-Action abstractions
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Match-Action vs Finite State Machine (FSM)
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Multiple state machines?

Any pkt, c=10 >

Any pkt > Any pkt >
IPdst = 192.168.0.1 S
IPdst = 192.168.0.2 S
IPdst = 192.168.0.3 B
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Introducing per-flow state

Flow ID - Pkt

(IP dst) State Register Header State Cond.
192.168.0.1 S c=7 * B * drop
192.168.0.2 S c=4 * S c=10 State=B, drop
192.168.0.3 B c=10 * S c<10 fwd

Any pkt, c=10 >

& @

Any pkt > Any pkt >

Pkt headers, metadata
if match
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Implementation issues

if match
if state

Pkt headers, metadata

Variable insertion time
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Implementation issues
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Handling variable insertion time
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Flow context insertion handling
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Implementation issues
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Avoiding race conditions

c<10

=
g4
0
Elﬁ
Y
=

P P
c=10 ¢c=9 ¢c=9

Any pkt, c=10 > ; ;
Inconsistent

@ °‘ state

Any pkt 2> Any pkt 2>

© NEC Corporation 2019 Images from multiple sources © of their owners NEC Public \Orchestrating a brighter world  [NJIEQC




Avoiding race conditions
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Avoiding race conditions
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Implementation issues
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Does it work?

Use case

Server Load Balancer

UDP Stateful Firewall

Port Knocking Firewall

Flowlet load balancer

Traffic Policer

Big Flow Detector

SYN flood Detection and Mitigation

TCP optimistic ACK detection

TCP super spreader detection

Dynamic NAT

VEPC subscriber’s quota verification

Switch Paxos Coordinator

Switch Paxos Acceptor

In-network KVS cache

m Stateless UDP Stateful Firewall

14,8 14,8

Tput (Mpps)

14,8 14,8 14,8 142
12

FlowBlaze

VPP (1 core VPP (2 core VPP (3 core
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Stress test

Max # active flows Max # new flows/ms
Trace [Ps | IPsd | Stpl [Ps | IPs,d | Stpl
UNI1 575 997 4k 13 19 39

UNI2 948 3k Tk 20 42 42
MW15 12k 130k | 152k 38 112 114
CHII15 92k 147k | 178k 135 144 144

mGlobal mIPs = IPs/d 5 tuple
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Conclusion

© NEC Corporation 2019 Images from multiple sources © of their owners NEC Public \Orchestrating a brighter world  [NJIEQC



IS open

Tz

Axbryd

https://github.com/axbryd/FlowBlaze
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