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Introduction - 1

5G and Mobile Edge Computing requires offloading of
network functions to data plane

* P4: reference language for data plane programming

« State Machine: powerful abstraction to develop stateful
packet processing

* FlowBlaze: EFSM-based stateful packet processing
architecture

3 Daniele Moro
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Introduction - 2

Issues with FlowBlaze utilization:

« Missing prototyping platform

« Manual (error-prone) mapping from EFSM to FlowBlaze
table entries

* No FlowBlaze P4 implementation

FlowBlaze.p4:

FlowBlaze library implementation in P4

Open source library

GUI to automatically translate EFSM into table entries
Exploit all the tools from the P4 Community

4 Daniele Moro

%\% B K
ANTLAB



The FlowBlaze™ architecture - 1 o
forward()> <drop()>

pkt < 10
« EFSM based stateful packet processing phE = pRt & 15 forwardt> o0
* Multi-stage: stateless (OpenFlow like) + stateful (EFSM-based) stages
Stage 1 Stage 2 Stage 3 Stage 4 Stage 5 Stage N
EFSM Table Global Regis'ffers
g_c c Flow Condition §_C - g_c ‘ Pl
8}..{; B Context —Evaluation— &%’. =2 84(..‘; § 3> 2
=s| | 8 Table Block os|hs |Es 2
a S a
I | \ Update |
functions
Stateless Stage Stateful Stage
* S Pontarelli, et al. “Flowblaze: Stateful packet processing in hardware”, USENIX NSDI 2019
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The FlowBlaze architecture - 2
Stateful Stage

Arbitrary Flow Definition with associated context (State and Flow Data Variable - FDV )

Conditions evaluated on the FDVs (<, >, <=, >=

J J

<pkt = 1;
forward()>

pkt < 10 .

<pkt = pkt + 1; forward()>

» =)

pkt >= 10
<drop()>

<drop()>

Transitions in EFSM Table (if <conditions> and <state> then <new state, actions>)

Update FDVs (+, -, *, <<, >>) and packet action (e.g., forward, drop...)

Flow Context Table

Condition Evaluation Block

Flow Scope | State

Ro |

ey

1

L

<

EFSM Table

.. | C, | State | Pkt Header

Update Functions

Daniele Moro
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Flow Context Table Condition Evaluation Block EFSM Table

FIOWBlaze . p4 |ibra ry Flow Scope | State | R, | ... | R, D QQ’ . Co | - | Cm | State | Pkt Header

Stateful FlowBlaze Stage to P4 1 | l

Communication between blocks via P4 Packet Metadata [fb : D
Target: BMv2 software switch

Update Functions Packet Action

Registers”
Flow Context J
*Indexing with hash function on the Flow Definition

Conditions Series of if on the Flow Data Variables

Match Action Table

Match: <conditions results, state, arbitrary fields>
Action: <Set new state, Set Packet Action ID, Set Update Functions>

. Match Action Table
Packet Action Match: Packet Action ID

Actions: User Defined P4 Actions

EFSM Table

Update Functions | geries of if to map the set update function to the actual action on the FDV

| G ® ®
7 Daniele Moro A N T |_ A B



Using FlowBlaze.p4
Packet Limiter: EFSM
Flow Definition

forward()>

* |[Pv4 source address

<pkt = pkt + 1; forward()> <drop()>
« State 0
All the flows starts from this state.
Transition to the Count state.

» State Count
Counts the number of packets.
Auto-transition that count the packets when below the threshold
Transition to the Drop state when reached the threshold (10) packets.

» State Drop
Drop all the packets.
“Black-hole” state.
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#include<:::Zf§§@plazeflib/flowblazefmetadEEEZEE::>

#include "headers.p4"

Using FlowBlaze.p4
. ] . . i ] #includeZ . /flowblaze_lib/flowblaze.p4" >
Packet Limiter: Compile-time Configuration

apply {
if (hdr.ethernet isvalid() [

1. Add FlowBlaze into your P4 application <ﬁf;§ij§f’;gf§{j’jd“ W15, SEETIENL ASEEY; >

}
2 . #d e-Fi ne #define FLOW_SCOPE { hdr.ipv4.srcAddr }

#define CUSTOM_ACTIONS_DEFINITION @name(".FlowBlaze.forward") \

action forward() { \

* Flow Scope: source IP address \
= PN\
o PaCket aCtlonS: @name(".FlowBlaze.drop") \
action drop() { \
L -FO Pwa r\d ( ) mark_to_Zrop(standard_metadata); \

exit; \
. drop() | }
P EFSM header match #deflnelCUSTOI‘?LACTIONS?DECLARATION forward; drop;

// Configuration parameter left black because not needed

P Condition header //  #define METADATA_OPERATION_COND } Not needed for

//  #define EFSM_MATCH_FIELDS h |
//  #define CONTEXT_TABLE_SIZE IS éxamplée

3. Compile the program
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Using FlowBlaze.p4 (continued)
Packet Limiter: Run-time Configuration

4. Run the GUI:

10

* Add states as in the EFSM
* Build the transitions as in the

drawn EFSM:
 Match + Condition

« Update Function + Packet

Action

Run in Mininet with the provided

Docker infrastructure

PACKET_LIMITER.P4

» Flow Scope: hdr.ipv4.srcAddr
+ EFSM header match fields:

« Header condition field (@meta): none

Transition builder

[matchField v| = | |

\ | |

[} ADD conDITION

—

l

|=| I [ A00 UPDATE]
o] Locrscron

Transition staging area

—y CLEAR TRANSITION

LOAD FSM 8 SAVE FSM |l LOAD SAMPLE FSM 1 |l LOAD SAMPLE FSM 2 ll GENERATE SWITCH CONFIG |l CLEAR FSM
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Use Cases

. bytes <= max _bytes;
: . . ipv4_src == 10.0.1.0/24 t Lim
Multi-Class Rate Limiter ytes = phiiens  pyresiom CEOD
max_bytes = 250k; Forward()> bytes > max_bytes;
t_Lim = @now + 1M; t_1im

Flow Definition

forward()> <drop()>

* |Pv4 source address

ipv4_src == 10.0.0.0/24 @ t_1im C_@now>
° State g <bytes = pRt_Llen; t_1im <by.te5 = pkt_Llen; t_1im
op()>

max_bytes = 125k; <bytes = pRE Len; t_Lim = @now + 1IM; <dr

All the flows starts from this state. t.Lin - foow + 2 & Lim - Gnow s Mg forward()>
“Classify” the traffic by the source IP address EUSEES
setting the max_bytes FDV

Time-based transition:

» State Allow @now is the packet ingress timestamp

Let traffic through, counting the bytes
Transition to the Drop state if in the predefined
time-slot more than max_bytes passed.

» State Drop
Drop all the packets.

Transition back to the Allow state when time-slot ends. % R,
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Conclusions

* FlowBlaze: abstraction for stateful packet processing
based on EFSM

« Missing: prototyping platform and P4 implementation
We provide: p
* FlowBlaze.p4: a library for prototyping with FlowBlaze and P4 .
« GUI: automatic translation of EFSM into runtime configuration w
* Docker-based environment TR, docker
 Open source: available on GitHub
Future works:
* ONOS Integration J PALvAN
TR=0LL
« DC-style fabric integration (e.g., Trellis) AL G #
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Demo later today!
“Demonstrating FlowBlaze.p4: fast
prototyping for EFSM-based data plane
applications”

https://github.com/ANTLab-polimi/flowblaze.p4
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